ITpunoxenue Ne 2,

HNHdopmanoHHas MaMATKA /ISl 00yJalouuxcs /i pa3MelieHus1 Ha
opunuanbHbIXx IHTEpHeT-pecypcax

C KaXIbIM TOZIOM MOJIOfIe)KH B WHTEPHETe CTAaHOBUTLCS OoJbille, a
IIKOJIbLHUKKA OJIHM M3 CaMbIX aKTHUBHBIX II0/ib30BaTesnielt PyHeTa. Mexay TeM,
TIOMMMO OTPOMHOT0 KO/IMUeCTBa BO3MOXKHOCTeM, MHTepHeT HeceT U TPOoOJieMbl.
OTa namsTKa [Jo/bKHa MoMoYb Tebe Oe30macHO HaXOAUTHCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMmnbioTepHbili BUPYC — 3TO Pa3HOBUAHOCTH KOMIIbIOTEPHBIX MPOTrPaMM,
OT/INUUTEILHOW 0COOEHHOCTBIO KOTOPOU SIB/ISIETCSI CTIOCOOHOCTD K PAa3MHOXKEHUIO.

B pomnosHeHWe K 3TOMY, BUPYChl MOTYT TOBPEIUTh WM TOJHOCTHIO
YHUUTOXKUTb Bce (Dailyibl U [laHHbIe, TOAKOHTPOJIbHBIE MOJIb30BaTe/Nt0, OT UMEHU
KOTOpOro Obljia 3amylijeHa 3apakéHHasi TporpaMMa, a Takxke TIOBPeAUTb WU Jlaxe
YHUUTOXXUTh OIMepalMoOHHYK0 CUCTeMy CO BceMd (aihnamu B 1efnoM. B
OOJIBIITMHCTBE C/TyuaeB PACIIPOCTPaAHSIIOTCS BUPYChI uepe3 UHTEePHeT.

MeTozpI 3alLUThI OT BPEeIOHOCHBIX IPOTPaMM:

1. Vcrionk3yli COBpeMeHHble OllepallMOHHble CHUCTEeMbl, HMeIoIIue
Cepbé3HBbIM YPOBEHb 3alUThI OT BPEJOHOCHBIX IMPOrPaMM;

2. [TocTosIHHO yCTaHaBAMBaMl MauTu (LMQPOBbIe 3araTKy, KOTOpbIe
aBTOMAaTHYeCKHd YCTAHABIWBAIOTCS C I1lefbl0 0pa0TKHA TIpOTpaMMbl) W JIpyTrHe
oOHOB/IeHUSI CBoell  omepalioHHOW cucteMbl. CkKauMBailih HX TOJNBKO C
odurmaneHoro  caiita  paspaborunika OC. Ecmd  cyiiecTByeT — pexum
aBTOMaTH4YeCKOro 0OHOBJIEHUSI, BKJTIOUH €T0;

3. Paboraif Ha CBOeM KOMITbIOTepe TI0J, TIpaBaMH I10/Ib30BaTesisd, a He
aJIMUHUACTpPaTopa. JTO He TI03BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IPOTrPaMM
VHCTa/JIMPOBAaThCSI HA TBOEM TMEePCOHAIBHOM KOMITbEOTEPE;

4.  Vcnonmb3yd aHTHBUPYCHBIE TMPOrPAMMHBIE TIPOAYKTHI H3BECTHBIX
TIPOU3BO/IUTENIeH, C aBTOMaTHUeCKUM 00HOB/IeHUeM 0as3;

5. Orpanuub (hr3uUeCcKrid JOCTYI K KOMIbIOTePY /sl TOCTOPOHHUX JIULI;

6. Vcrnonb3yd BHeLIHWe HOCWTeIM WH(OpMAaLMM, Takue Kak (uiellka,
JVCK WK (ar/1 U3 UHTEPHEeTa, TOJILKO M3 NMPoQepeHHbIX UCTOYHUKOB;

7. He OTKpbIBaii KOMIbIOTEPHBIE (Daiisibl, TIO/ydeHHbIe U3 HeHaJEXHbIX
VCTOYHUKOB. [laxke Te (paiisibl, KOTOpbIE MPUC/Iaa TBOW 3HAKOMbIH. Jlyullle yTOUHU y
HeTo, OTTIPaB/Isiy I OH Tebe UX.



Cetun WI-FI

Wi-Fi - 3To He BUJ TiepeiauM IaHHBIX, He TEXHOJIOTHS, a BCETO JIUIITL OpeH I,
Mapka. Eme B 1991 rogy HujepnaH[cKas KOMITaHUSI 3aperdCcTpUpOBasia OpeHp
«WECA», uto o0603Hauano cioBocouetaHue «Wireless Fidelity», koTopsiii
TIePeBO/IUTCS Kak «0OeCrpoBoHasi TOUHOCTb».

Ilo Haltiero BpeMeHH [ioliijia Apyrasi abbpeBuatypa, KOTopas sIB/ISIeTCs TaKOU
)Ke TexHosjorued. DTo abOpeBmarypa «Wi-Fi». Takoe Ha3BaHue OBbIIO JaHO C
HaMeKOM Ha CTaH/]apT BHICIINM 3ByKOBOM TexHUKU Hi-Fi, uTo B mepeBo/je 03HauaeT
«BBICOKasA TOYHOCTbB».

Ia, 6ecruiaTHBIA UHTEPHET-A0CTYIT B Kade, OTesIX U a3poropTax SBASETCS
OT/IMYHOM BO3MOKHOCTBIO BbIXO/Ia B MHTEpHeT. Ho MHOTrHe 3KCIepThl CUUTAIOT, UTO
obrienoctymnHbie Wi-Fi ceT He sIB/IsiFOTCST 6€30MaCHBIMM.

CogeTnl 110 6e30mMacHOCTH paboTe B 00I1eJOCTYITHBIX ceTssx Wi-fi:

1. He nepefjaBail CBOIO /JMYHYIO HMH(OpPMaLMIO uepe3 001je0CTyIHbIE
Wi-Fi cetu. PaboTtast B HUX, KejlaTeJIbHO He BBOAWTH MapoJiv AOCTYTa, JOTUHbI U
Kakue-To HOMepa;

2. Ucnonw3yih © 0OHOB/SI aHTUBHUPYCHBIE TPOrpaMMbl U GpaHAMayep.
TeM caMbIM ThbI 00e30T1acHIlh cebsi OT 3aKauku BUPyCa Ha TBOe YCTPOMCTRBO;

3. [Tpu wucnonb3oBanun Wi-Fi otkmoun ¢yHkiuio «O0uui goctyn K
(davinam W npuHTepam». [laHHas (QYHKLUS 3aKpbiTa IO YMOJIYaHUIO, OJHAKO
HEKOTOpbIe T0/1b30BaTe/ld aKTUBUPYIOT eé /71 yAo6CcTBa UCIo/b30BaHus B paboTte
UM yuebe;

4. He wucrionb3yit nybommuneii WI-FI gns mepesauy TAYHBIX JJaHHBIX,
HarnpuMep 15 BbIX0Za B COL{Aa/IbHbIe CeTU WX B 3JIEKTPOHHYIO T1OYTY;

5. WNnonb3yn TOMBKO 3amquuieHHoe coeauHeHue 4yepe3 HTTPS, a He
HTTP, T.e. mpu Habope Beb-azpeca BBOAU UMeHHO «https://»;

6. B mobuibHOM TenedoHe oTKmoun (yHKIuio «ITogkmouenre Kk Wi-Fi
aBTOMatuueckn». He [omyckali aBTOMaTMUeCKOro TMOAK/IOYEHUsI YCTPOWMCTBA K
cetam Wi-Fi 6e3 TBoero coracusl.

ConuanbHbIe CeTH

CoruasibHble CeTH aKTUBHO BXOJST B HAIIly >KW3Hb, MHOTHeE JIIOAU paboTaroT
Y )KUBYT TaM TIOCTOSTHHO, a B Facebook yrke 3apernctpupoBaH MU/LTHAP/, Ye/IOBEK,
UTO SIBJIIETCS OJHOM CebMOM BCEX JKUTEIeH IJIaHeThI.

MHorue 10/1b30BaTe/Td He MIOHUMAFOT, UTO MHGOpPMaI[Hsi, pa3MellleHHas UMH
B COIJMA/IbHBIX CETSAX, MOXKeT OBbITh Hal/leHa U HCII0/b30BaHa KM yroJHO, B TOM
yKciie He 06s3aTe/IbHO ¢ 6/1arMy HaMepeHUsSIMH.



OCHOBHBIE COBeThI 10 0€30I11aCHOCTH B COLMa/IBHBIX CeTAX:

1. OrpaHuub CITMCOK [ipy3eil. Y Tebs B [Ipy3bsiX He JO/DKHO OBITh
CTyYaliHbIX U HEe3HAKOMBIX JTFOfIel;

2. 3aluiiail CBOK UYaCTHYIO >KM3Hb. He yka3sbiBali mapo/nu, TenedOHbI,
ajpeca, [Jary TBOero pOXIeHWs U [ApPYryl0 JIMUHYH UWHGOpMaLUIO.
3M0yMBIIIZIEHHUKH MOTYT UCIO/b30BaTh Aa)ke UH(POPMAI[HIO O TOM, KaK Thl U TBOU
pOAUTE U TI/IaHUpYyeTe MPOBEeCTH KaHUKYJIbI;

3. 3aluirai CBOIO peryTaljyio - JIep)Kd ee B UYKWCTOTe U 3a/laBaii cebe
BOTIPOC: XOTeJl ObI Thl, YTOOBI APyTHe T0/Ib30BaTe/ld BU/Ie/IU, UTO ThI 3arpy’Kaelllb?
[Togymatii, mpexx/ie yeM UTO-TO OMyOIMKOBaTh, HAITMCaTh U 3arpy3HUTh;

4.  Ecmu Thl TOBOPULIL C JHOAbMU, KOTOPHIX He 3Haelllb, He UCIOJb3yh
CBOe peajibHOe UMS U APYTYI0 JUUHYH HUHGOpPMALUU: UM, MEeCTO KUTe/bCTBa,
MeCTO yueObl U Tpoyee;

5. 36eraii pa3merienus dororpaduii B iHTepHeTe, e Thl U300pakeH
Ha MECTHOCTH, IT0 KOTOPOW MOYKHO OTIPe/Ie/TUTh TBOE MeCTOTIO/IOKEHHUE,;

6. [Tpu perucTparii B COLMANbHOW CeTH HeoOXOAMMO HCII0/b30BaTh
CJIO)KHBIE TIapOJIv, COCTOsIIMe U3 OyKB U LIU(P U C KOJMUeCTBOM 3HAKOB He MeHee
8;

7. [nis  coluasbHOM CeTH, TIOUThl W JPYTHUX CalTOB HeoOXoAuMOo
WCTIO/Tb30BaTh pa3Hble naposu. Torja ecnv TeOs B3/IOMAlOT, TO 3/I0YMBIIIJIEHHUKH
T0J1yYar OCTYIl TOJbKO K OAHOMY MeCTY, a He BO BCe cpasy.

JJ/IEKTPOHHbIE eHbI'!

ONeKTPOHHbIE JIeHBI'M — 3TO OuUeHb YAO0OHBIN CIIoCco0 Tiarekeld, OJHAKO
CYI11leCTBYIOT MOIIIEHHUKH, KOTOpbIe XOTST MO/YYUThb 3TH JIeHbIH.

SJ'IEKTPOHHI)IE AeHbI'n IOABU/IMCh COBCeM HelaBHO M MMEHHO 13-3d4 3TOI'0 BO
MHOTUX IroCyadpCTBax A0 CHUX ITOP He ITPOIMHMCAdHO TIPO HUX B 3dKOHAX.

B Poccun ke oHU (PYHKLMOHMPYIOT U O HUX y»Ke TIPOTIMCAHO B 3aKOHe, TIe
VX pa3e/sioT Ha HEeCKO/IIbKO BHJIOB — aHOHMMHBIE M He aHOHMMHBIe. Pa3HuIla B
TOM, UTO aHOHUMHbIE - 3TO Te, B KOTOPBIX pa3pelaeTcs IIPOBOAUTEL orepanyu 6e3
UeHTU(UKALIMY TI0/Tb30BaTesIsl, a B HeAHOHUMHBIX UeHTU(DUKALIMY T10Ib30BaTe s
ABJIAETCS 00s13aTe/TLHOM.

Taxke c/egyeT pasnuMuartbh 37eKTPOHHbIE (UaTHble [leHbrM (paBHbI
rOCyJlapCTBeHHbIM Ba/OTaM) M 37eKTPOHHbIE He(UaTHble JeHbI'W (He paBHBI
roCy/ZlapCTBEHHBIM Ba/IFOTaM).

OcHOBHbIe COBeThI 110 6e30macHoi paboTe € 3/1eKTPOHHBIMU JieHbTaMHU:



1. [TpuBsKM K cueTy MOOWIbHBIM TenedoH. ITO caMblii yAOOHBIA U
ObICTPBIM CrIOCOO BOCCTAaHOBUTH AOCTyN K cuery. [IpuBsi3aHHBIN TenedoH
TIOMOXKET, eC/M 3alyJelib CBOW IJIaTe)KHBIM TMapob WM 3alifielllb Ha CaWT C
HEe3HaKOMOT'0 YCTPOUCTBa;

2. Wcnonb3yn ogHopa3oBele maposu. [locne mepexofa Ha YCUIEHHYHO
aBTOpU3aluio Tebe yxe He OyzeT yrpokaTh OMAacHOCTb KpaKU WM TiepexBaTa
TJIaTE>XKHOTO Mapois;

3.  Bbibepu cloHBIN Maposib. [IpecTyrmHUKaM OyzeT He MPOCTO yrajaTh
CJIOKHBIN Taposib. Hajie)kHble TIApoJidi — 3TO TApO/M, KOTOpbIe COfep)KaT He
MeHee 8 3HAKOB U BKJ/IIOUAIOT B Ce0sl CTPOUHBIE W TIPOIUCHBIE OYKBBI, TU(PBI U
HECKOJIbKO CUMBOJIOB, TaKHMe Kak 3HaK /lo/1apa, (pyHTa, BOCK/IUIIATE/TbHBIN 3HAK U
T.n. Hanpumep, $tROng!;;

4. He BBoJY CBOM MTHWUHbBIE aHHbIe Ha CaiiTax, KOTOPbIM He /l0Bepsi€lllb.

JJ/IEKTPOHHAad I104YTa

D/eKTpPOHHAs TouTa — 3TO TEXHOJIOTUS U TIPeJ0CTaB/IsieMble el YCJIYTH T10
TiepechliKe ¥ TIOYUYeHUI0 37IeKTPOHHBIX COOOIIeHU, KOTOpbie pacripe/e/sitoTCs B
KOMITbIOTEPHOU CeTH.

OOBbIYHO 3/IEKTPOHHBIM TIOUTOBBIM AWK BBIIVIAUT C/IEAYIONAM 06pa3oM:
VMSI_I10/Tb30BaTe/isi(@uMs_/IOMeHa.

Taxke Kpome Tiepefjaud TIIPOCTOTO TeKCTa, HWMEEeTCSI BO3MOYKHOCTb
riepeZiaBaTh (hailsibl.

OcHOBHbIe COBeTHI 110 Oe30macHoi paboTe ¢ 3/1IeKTPOHHOM TTOUTOM:
1.  Hago BbIOpaTh MpaBW/IbHBINA TOUTOBLIM CEpBHMC. B HMHTepHeTe eCThb

OTPOMHBIH BBIOOP OeCTIaTHBIX MMOUYTOBLIX CEPBUCOB, OHAKO JIyUIlle ZI0BEPSTh TEM,
KOT'O 3Haelllb U KTO TepPBbIA B PEUTHUHTE;

2. He yka3biBaii B JIMUHOM MO4YTe JAWUYHYIO UH(opMaluio. Haripumep,
nyuiiie BbIOpaTh «MYy3bIKaJbHBIA_(aHaT@» uin «pok2013» BMecTo «TeMal3»;

3. Vcrionb3yy AByX3TallHYH aBTOPU3allvi0. JTO KOTJa MOMUMO IapoJist
HY>KHO BBOJIUTH KO/I, MPUChLIaeMbI 110 SMS;

4. Bribepy COKHBIN Mapo/b. [/si KaXKJ0ro MOUTOBOTO SI{UKa J0/KeH
OBITb CBOM Ha/leXKHbIM, YCTOMUMBBIN K B3/IOMY TapoJib;

5. Ecmu ecTh BO3MOXKHOCTb HanMcaThb CaMOMY CBOM JIMUHBIM BOIIPOC,
HCIMOJIb3YyU 3Ty BO3MOXKHOCTh;



6. Vcrionb3yy HECKOJIBKO MOYTOBBIX SIMUKOB. [lepBbId i1 4aCTHOM
TepernucKy C aZipecaTaMu, KOTOPbIM Thl JOBepsielllb. JTO 37eKTPOHHBIM aJipec He
Ha/I0 UCII0/Ib30BaTh MPY PerucTpaiyy Ha opymax U calTax;

7. He oTkpbiBali ¢aisbl U Apyrve BAOXKEHUs] B MUCbMaXx JaXke eCc/id OHU
NPULIA OT TBOMX Jipy3eil. Jlyullle yTOUHU y HMX, OTIIPAB/SUIA JIU OHU Tebe 3TH
daiisbl;

8. [Tocne okoHuaHHsT pabOTHI Ha TOUTOBOM CEpBUCE Iiepesi 3aKPhITHEM
BKJIQZIKH C CAUTOM He 3a0y/ib Ha’KaTh Ha « BBIATI».

Ku0epOy/UTHHT WK BUPTya/IbHOE H3/1eBaTe/IbCTBO

KubepOyimHT —  TIpecjieloBaHHde  COOOIIEeHUSIMHM,  COJEepP Kall[iMU
ockopbeHus, arpeccuto, 3arnyruBaHue; Xy/TUTaHCTBO; COL[Ma/IbHOe
OOMKOTHpPOBaHKE C TTIOMOIIBIO PAa3/IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBbIe cOBeThI 110 60pbOe ¢ KnubepOy/ITUHTOM:

1. He Opocaticsi B 6o0ii. Jlyuiuii crioco0: MOCOBeTOBaTbCsS Kak cebst
BECTH U, eCJId HeT TOro, K KOMy MOXKHO OOpaTHUTbCs, TO BHayaje YCIOKOUTHCS.
Ec/iyi Thl HauHellb OTBeyaTb OCKOPO/IeHHsMU Ha OCKOPO/IeHUs, TO TOJILKO ellle
GoJibliie pa3oXKelllb KOH(IUKT;

2. Yrpasnsiii cBoeli KubeppenyTaluei;

3. AHOHUMHOCTh B ceTd MHUMas1. CyIIleCTBYIOT CITIOCOOBI BBISICHUTD, KTO
CTOMUT 3@ aHOHMMHBIM aKKayHTOM;

4. He cTouT BecTu Xy/nUTraHCKUM 00pa3 BUPTyarbHOM >XU3HU. VIHTepHeT
dbuKcupyeT BCce TBOW [JeMCTBUSI U COXpaHseT MX. YAaluTb uX OyneT KpaiiHe
3aTPyJHUTEJILHO;

5. Cobmrofiait CBOM BUPTYa/IbHYIO YeCTb CMOJIOZY;

6. WrHopupyii eauHUUHbIM HeraTtuB. OmHOpa30Bble 0OCKOpOUTE/bHBIE
coobImieHnst yuiiie WrHopupoBaTh. (QOBIYHO arpeccusi TMpeKpaljaeTcs Ha
Hauya/IbHOW CTaJIuM;

7. ban arpeccopa. B nmporpamMmMax o6MeHa MrHOBEHHBIMH COOOIIIEHUSIMH,
B COIIMA/BHBIX CETSIX €CTb BO3MO)KHOCTH OJIOKMPOBKHM OTIIPABKM COOOIIeHUI C
oripeie/IeHHBIX a/[PecoB;

8. Ecmu Thl cBUfeTenb KubepOymivHra. TBOM AeMCTBUS: BBICTYIMTh
MPOTUB TIpec/efioBaTesis, IOKa3aTb €My, UYTO ero JeUCTBUS OLIeHUBarOTCs
HEraTUBHO, TMOAJep)KaTb >XePTBY, KOTOPOM HY)KHa TCUXOJIOTMYeCKas IOMOLIb,
COOOIIUTE B3POC/IBIM O (haKTe arpeCcCUBHOTO TTOBe/IeHHUS B CETH.



MoounbHbIi TenedoH

CoBpemeHHbIe cMapT(hOHBI U MJIAHILETHI COZIepP>KaT B cebe BIIOJIHE B3POC/IbIN
(QYHKL[MOHa/l1, W Telepb OHM MOIYT KOHKYPHMPOBAaTb CO CTaLMOHApHBIMH
KoMmribtoTepamMu. OZIHAKO, CPe/ICTB 3allUThI /i1 IOA0OHBIX YCTPONCTB MOKa OYeHb
MajJo.

TecTvpoBaHrWe U TIOMCK VSI3BUMOCTEM B HHUX T[POMCXOAUT He TakK
MHTEHCHBHO, Kak 1151 [TK, To >ke caMoe KacaeTcss U MOOM/IbHBIX TPUJIOKEHHH.

CoBpemMeHHble MOOWIbHBIE Opay3epbl y)Ke TIPAaKTUUeCKW JIOTHaIU
HaCTOJIbHBIE aHAJIOTH, OJHAKO paciivpeHue (YHKLMOHAMa BjeueT 3a co0Ooi
OOJIBIIYIO C/IOXKHOCTb Y MEHBILYIO 3alUILIeHHOCTb.

lasieko He BCe TIPOM3BOAUTEM BBIMYyCKalOT OOHOB/IEHHs, 3aKpbIBAIOII[He
KPUTHUYECKUE YSI3BUMOCTH /I CBOMX YCTPOWCTB.

OcHOBHbIe COBeThI AiJisi 6e30macHOCTr MOOMILHOTO TesiedoHa:
1. Huuero He siB/isieTCs MO-HacTosAIeMy OecriyiaTHbIM. By ocTopoXkeH,

BeZlb Korjla Tebe mpezsiaraloT OecriyiaTHbI KOHTEHT, B HEM MOTYT OBbITb CKPBITHI
KaKue-TO TUIaTHbIe YCIYTH;

2. Hywmawu, nipexxge yeM oTmpaButb SMS, dboTo win BUgeo. Tbl TOUHO
3Haelllb, TJie OHU OyAyT B KOHEUHOM UTOTE?

3. Heo0xoarMo 0OHOB/ISATE OMepaljuoHHYI0 CUCTeMY TBOero cMapTdoHa;
4. M cnonb3yil aHTUBHUPYCHBIE TIPOTPaMMBI [I7IsT MOOM/TbHBIX Tesie()OHOB;
5. He 3arpykaili NMpU/IOKeHUs] OT HEW3BeCTHOIO0 WCTOYHMWKA, Belb OHU

MOTYT CO/lep>KaTh BPeJJOHOCHOe MporpaMMHoe obecrieueHue;

6. [locne TOro Kak Tbl BBbIMAEIIbL C CaWTa, T[e BBOAWI JIMUHYIO
vHbOpMaI[HIo, 3aiiIn B HACTPOMKU Opay3epa U yzaanu cookies;

7. [Teproguuecky MpoBepsii Kakue IJIaTHble YC/IYTW aKTUBUPOBaHbI Ha
TBOEM HOMepe;

8. MaBaii cBOM HOMEpP MOOHMIBHOTrO Tejed)OHa TOJBKO JIFOASM, KOTOPBIX
ThI 3Haelllb U KOMY [OBepsielllb;

9. Bluetooth fo/mkeH ObITH BBIK/TFOUEH, KOTZIA Thl UM He T0Jb3yelibesi. He
3abbIBail MHOT/|A IPOBEPSITH 3TO.
Online urpsi

COBPEMEHHLIG OHHaﬁH-HFpBI - 9TO KpdCOYHbIE, 3dXBaThIBAIOIIHE
pa3BiieueHud, O6’be,ELI/IHHI-OH_[I/Ie COTHHU TbICAY 4YeJIOBEK II0 BCEMY MHUDY. I/Il"pOKI/I



WCC/IeAYIOT JaHHBIA UM MHp, OOIAlOTCs APYT C APYroM, BBITIOJMHSIFOT 3ajjaHus,
CPa)KalTCsi C MOHCTpaMH UM TIOAy4YalOT OIBIT. 3a Y/AOBOJILCTBUE OHU IIaTAT:
TIOKYTIAIOT AMCK, OTIJIAYMBAIOT aDOHEMEHT WM TIPUOOpeTaroT KaKue-To OTILIUM.

Bce 3Tu cpescTBa MAYT Ha MOJ/iep>KaHue U Pa3BUTHeE UIPhl, a TAKXKe Ha caMy
6e30I1acHOCTb: COBEPIIIEHCTBYIOTCS CHCTeMbl aBTOPH3alli, BBIMYCKAIOTCS HOBBIE
natuv (rdpoBkIe 3arIaTKU Ji/1s1 IPOrpaMM), 3aKPbIBAOTCS YSI3BUMOCTH CePBEPOB.

B 1mofi0OHBIX Wrpax CTOWUT OIacaTthCsl HE CTO/NLKO CBOMX COTEPHUKOB,
CKOJTbKO KPa)kM TBOEro TMapoJsisi, Ha KOTOPOM OCHOBaHAa CHUCTeMa aBTOpPHU3aluv
OOJIBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 6€30ITaCHOCTH TBOETO HNI'POBOI'0 dKKAYHTA:

1. Ecmu fapyrodi urpok BefeT cebsd TIZIOX0O WM CO3fiaeT  Tebe
HENPUATHOCTH, 3a0/IOKUPYH €ro B CITUCKE UTPOKOB,;

2. [Tokanyiicss agMUHUCTpPaTopaM WIpPbl Ha IUIOXO€ TMOBeJEeHUEe 3TOro
WI'POKA, >KeJlaTebHO NMPUIOKUTh KaKHe-TO [J0Ka3aTebCTBa B BU/le CKPHHOB;

3. He yka3sbiBali TMUHY0 MH(OPMALUMIO B TIpoaiisie Urphbi;

4. YBakal [pyrux y4aCTHUKOB I10 UTPE;

5. He ycTtaHaBivBaii HeodulManbHbIe aTud U MOJBI;

6. Vcrnosnib3y¥ ClI0KHBIE M Pa3Hble Maposiyv;

7. [axe BO BpeMs UIpbl He CTOUT OTK/IHOYaTh aHTUBUPYC. [loka TeI

Wrpaelb, TBOU KOMITbIOTED MOTYT 3apa3uTh.

@OUIIMHT U1 KPd)Xa /IMYHBIX JdHHbIX

OObIYHOM Kpaskel JleHeT W JOKYMEHTOB CErofiHs y»Ke HUKOTO He YAUBUfIIIb,
HO C pa3BUTHEM HWHTEPHET-TeXHOJIOTMH 3/I0yMBIIIJIEHHUKU TMepeMeCTWINCh B
VHTEPHET, U MPO/[0/DKaI0T 3aHUMAaTbCSl «TFOOMMBIM» [JIe/IOM.

Tak mosiBUIach HOBasi yrpo3a: WHTepHeT-MOLIeHHWYecTBa WU (DUILIMHT,
[JIaBHasi Lie/lb KOTOPOTO COCTOWUT B TMO/MyueHUM KOHQUAEHIMANbHBIX AaHHBIX
T0/Ib30BaTe/Iell — JIOTMHOB U napoJsiell. Ha anminiickoMm sisbike phishing uurtaeTcs
Kak uimar (ot fishing — pribHast 1oBs1, password — maposib).

OcHOBHbIe COBeThI 110 60pb0e ¢ PUILLTIHTOM:
1. Cnenu 3a cBOUM akkayHTOM. Ec/v ThI 110f03peBaelilb, YTO TBOSI aHKeTa

Oblla  B3/7I0MaHa, TO HeoOXoAWMO  3a0/OKMpOBaTh €e W COOOIIUTH
a/IMUHUCTpaTopam pecypca 06 3TOM Kak MOXKHO CKODee;



2. Wcnone3yii Ge3omacHbie BeO-CaiTbl, B TOM UHC/le, HWHTEpPHET-
Mara3uHOB 1 TTIOUCKOBBIX CHCTEM;

3. Wcnonb3yi c/io)kHbIe U pa3Hble Maponu. Takum obpasom, ecnu Tebst
B3/I0MAlOT, TO 3/I0YMBIIIVIEHHUKH TI0/lydaT JOCTYIl TOJILKO K OJHOMY TBOEMY
NpoduU/It0 B CETH, a He KO BCeM;

4. Ecmu Tebs B3noMand, TO HeoOXOAMMO TpeAyIipeuTh BCEX CBOUX
3HAKOMbIX, KOTOpbIe f00aB/ieHbl y Tebsl B IPYy3bsiX, O TOM, UTO TeOs B3/IOMaiu H,
BO3MOJKHO, OT TBOEro UMeHH OyZieT pacChlIaThCsl CTlaM M CChUTKA Ha (UIIIMHIOBLIE
CaMTBhI;

5. YcTaHoBM HajlexKHbIM aposib (PIN) Ha MOOUIBHBIN TesedoH;
6. OTK/IOUM coXpaHeHue 1MapoJisi B bpay3epe;
7. He oTkpbiBali ¢aisbl U Apyrve BIAOXKEHUS] B MUCbMaXx JaXke eCc/id OHU

TIPULLJTA OT TBOMIX Apy3eil. Jlyuille yTOUHU y HUX, OTIPAaBJS/IU 1 OHU Tebe 3TU
daiisbl;

IudpoBas penyTanus

[udpoBasi pemnyTalys - 3TO HeraTvBHasi WIA MO3WUTHMBHasi UH(pOpMaIus B
cetu o Tebe. Kommpometupytoijas WHbOpMalds pa3MellleHHas B HWHTepHeTe
MO>KET Cepbe3HbIM 00pa30M OTpa3UThCS Ha TBOEM peaTbHOM >KU3HHU.

«udposass pernyTaiusi» - 3TO TBOM UMUK, KOTOpbIN (opmupyeTcsi w3
uHbopMaluu o Tebe B UHTEpHETe.

TBoe MecCcTO >KHTeNbCTBa, YyueObl, TBOe (DMHAHCOBOE IIOJIO’KEHUE,
0CO0EHHOCTH XapaKTepa M paccka3sbl 0 OJTM3KHX — BCe 3TO HAaKarl/IMBaeTCsl B CETH.

MHOrHe TMOAPOCTKH JIETKOMBIC/IEHHO OTHOCSTCS K IMyO/JHMKAaLMU JIAUHOMN
uHpopmaluu B VIHTepHeTe, He TTOHKMMas BO3MOXKHBIX MOC/IeACTBUH. Thl JaXke He
CMOXKelllb JoraflaTbCsi 0 TOM, uTo (hoTorpadus, pa3MelleHHas 5 jeT Ha3aj, cTaia
TIPUUMHON OTKa3a MPUHSATHL Tebst Ha paboTy.

KommeHTapuu, pasmelijeHue TBoUX (otorpagui u Apyrve AeuCTBUS MOTYT
He MCYe3HYTh JlaKe TI0C/Ie TOro, KakK Thl UX yAaIULLb. Thl HE 3Haellb, KTO COXPaHU/I
3Ty MH(OPMaLMIO, T0MaJia /i1 OHA B MOMCKOBbIE CUCTEMBI M COXPaHW/IACh JIM OHa, a
I7IaBHOE: UTO TIOAyMaroT 0 Tebe OKpy)Karolllee JIFOAU, KOTOpble HAWAyT U YBUZST
9T0. Haiith mHbopMal[i0 MHOTO JieT CIyCTs CMOXeT 000l — Kak U3 Jo0pbIX
noOy>kieH!H, TaK ¥ C HaMepeHWeM TIPUUHMHUTE Bpe[]. ITO MOXKeT ObITb KTO YTOJHO.

OcCHOBHbIe COBeTHI M0 3allyTe 1[U(POBOM pernyTaluu:

1. [Togymaii, TipeXkzie yeM UTO-TO IyO/JMKOBAaThb U Tiepe/jaBaTh y ceOsi B
Grore WM B COL[MAbHOMN CETH;



2. B HacTpoiikax npoduis ycTaHOBU OrpaHUYeHMsI Ha TIPOCMOTP TBOEro
npousist U ero COoJeP>KUMOT0, CZiesiail ero TOJBKO «JJIsl IPY3eii»;

3. He pa3meniali © He yKa3biBali UHGOPMaIMIO, KOTOpasi MOXeT KOro-
mb0 0CKOpOJIATh UK 00MXKaTh.

ABTOpPCKOe npaBo

CoBpeMeHHble  IIKOJbHUKW—  aKTHBHbIE  TOJIb30BaTeJid  LIM(POBOrO
npoctpaHcTtBa. OfHAaKO [Janeko He BCe 3HAKT, 4YTO I0/Ib30BaHWE MHOTWMH
BO3MO)XKHOCTSMM  I[dpoBoro  Mupa TpebyeT  coOmofieHusi TMpaB  Ha
VHTeJI/IeKTyalbHy0 COOCTBEHHOCTb.

TepMuH «MHTe/IeKTya/lbHAsi COOCTBEHHOCTb» OTHOCHUTCSI K Pa3/IMUHBIM
TBOPEHHUSIM UeJI0OBeUeCKOro yMa, HauMHas C HOBBIX H300peTeHWil W 3HAKOB,
0003HauaroIMxX cOOCTBEHHOCTh Ha TIPOAYKTHI U YCJIYTH , U 3aKaHUMBasi KHUTaMH,
dotorpadusimu, KUHOGUIEMaMU Y My3bIKaTbHBIMU MPOM3Be/I€eHASIMU.

ABTOpCKHMe TIpaBa — 3TO TpaBa Ha MHTeJJIeKTya/lbHYyl0 COOCTBEHHOCThH Ha
TIpOM3BeleHUsT HayKH, JIUTepaTypbl U UCKYCCTBa.

ABTOpCKME TpaBa BBICTYIAlOT B KaueCTBe TrapaHTUM TOTO, UTO
WHTeJI/IeKTYyaIbHbIN/TBOPUECKHI TPYZ aBTOpa He Oy[eT HarpacHbIM, [JacT eMy
CripaBe/i/IBble BOSMO)KHOCTU 3apaboTaTh Ha pe3y/ibTaTrax CBOero TpyZa, MOMTyuuTh
V3BECTHOCTh Y TIPU3HAHME.

Hukto 6e3 pa3pellleHdss aBTOpa He MOXeT BOCIIPOM3BOAUTL €ro
Tpou3BeJileHre, paclpoCTpaHsThb, TMyOJIWYHO [J€MOHCTPUPOBaTb, IIPOAABATh,
MMIIOPTHPOBATh, MyCKaTh B MPOKAT, MyOIMUYHO MCIO/MHSATh, TTOKa3bIBaTh/UCTIOMHSATh
B 3¢upe UM pasMmeliats B IHTepHeTe.

Vcnonb30BaHWe — «ITUPATCKOTO»  MPOTPAMMHOTO  O0ecrieueHusi MOyKeT
MIPUBECTM K MHOTUM pPHCKaM: OT TI0Tepd [AAaHHbIX K TBOWM aKKayHTam [0
OTOKMPOBKY TBOETO YCTPOMCTBA, T7ie YCTAHOBJIEHHBIM He JierajibHasi Mporpamma.
He crouT Takxke 3abbIBaTh, UTO CYIIIeCTBYeT JierajibHble U OecriiaTHbie
TIPOrpaMMbI, KOTOPbIe MO>KHO HalTH B CETH.

O noprane

CeTeBMYOK.P() — TBOU IVIABHBIA COBETUMK B CETH. 3[j€Ch Thl MOXEIllb Y3HaTh
0 6e30MacHOCTH B CeTH TOHSTHBIM U IOCTYIHBIM SI3bIKOM, a TIPU BO3HUKHOBEHUU
KPUTUYECKOM CUTyallud OOpaTUTBHCS 3a COBETOM. A TakKe TPUHSTH yuyacThe B
KOHKYpCax M CTaTb CaMbIM LIU(PPOBBIM rpakJaHUHOM !
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